
 

The increasing reliance on connected devices, rising healthcare cybersecurity threats, and regularly 

discovered vulnerabilities give healthcare organizations many reasons to be concerned. Network and 

security managers understand the security challenges around medical and IoT devices, but resource 

challenges frequently make it difficult to handle the volume of alerts generated by their security 

software. They need a systematic approach to understand and manage their clinical network risks, 

but generally lack the data, framework, and actionable insights required to maintain acceptable risk 

levels. 

Data: Connected Devices are Often Missed or Inaccurately Identified 
Typical security solutions cannot identify the critical details that health systems require to effectively 

manage and secure their IoT and medical devices. They lack insights into a device’s manufacturer, 

model, operating system, serial, number, hardware, and app versions, which are required to 

understand potential vulnerabilities and map risks. Some devices may go completely unidentified, 

beyond their IP and MAC addresses, while others may be classified as medical, but lack technical 

specifications, location, and organizational context (e.g., which team or department is managing them). 

With such limited information, it is extremely difficult to assess the risk posed by a device and drive 

any action. 

Framework: There are No Models for Consistently Assessing Medical Device 

Risk 
Limited device visibility and the risks associated with potentially disrupting the operations of devices 

involved in delivering patient care by actively scanning them, make it hard to identify vulnerabilities 

and accurately determine the threat each connected device poses to the network.  Even if all device 

data is available, there isn’t a widely accepted model to aggregate, weigh, and prioritize the unique 
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factors affecting the probability and severity of a compromised device in the clinical setting. Health 

systems need a framework that first determines the likelihood of a breach in a device on the clinical 

network and then identifies the potential severity of its impacts. This framework must provide a logical, 

continual process for measuring, weighing, and aggregating these risks, so they can be acted upon. 

Insights: A Lack of Context Makes It Hard to Implement Appropriate 

Remediations and Mitigations  
Absent of a coherent risk assessment and prioritization framework, it is extremely difficult for health 

systems to form a comprehensive       plan to remediate, mitigate, and contain risks within their clinical 

networks. They can’t afford to introduce security controls that interfere or disrupt care, leaving them afraid 

to do anything at all, which leaves them open to threats from all their medical    and IoT devices. What they 

need is a way to safely act to ensure anything they do to reduce risks doesn’t end up introducing new 

ones. This takes insights that combine deep clinical and cybersecurity expertise to ensure everyone 

knows what is being protected—good care for patients, not just safe access to data and devices.   

Comprehensive Risk Management for Good Cyber 

Hygiene  
Introducing Medigate’s device security platform to the network provides health systems with the data, 

framework, and actionable insights required to manage risk on the clinical network. It starts with 

granular visibility into all connected devices. Device details and clinical context is then used to 

calculate a comprehensive risk score for each device to help teams understand the relative risk and 

priority of threats in their environment. The scores are aggregated into reports illuminating the 

distribution of risk both internally across departments and externally among device manufacturers, 

which helps drive appropriate actions by appropriate parties. 

Fingerprinting All Medical Devices in the Network 
Medigate uses Deep Packet Inspection (DPI) on passively collected network traffic to discover 

100% of devices in the clinical network and obtain      granular identifications for each, including 

manufacturer, model, OS, hardware, app versions, and location. Using unique DPI techniques, based 

on a deep understanding of the communication protocols    and medical device workflows, Medigate 

facilitate a comprehensive assessment of each device’s risk. 

 

 



 
 

 

 

Assigning Each Device a Multi-factor Risk Score 
Medigate develops a risk score for each device that incorporates the probability of a compromise and 

the potential severity a compromise could have on the health system. It is based on the Risk 

Management Technical Information Report from the Association for the Advancement of Medical 

Instrumentation (AAMI), along with risk assessment frameworks and standards from the Food and Drug 

Administration (FDA), ECRI, International Organization for Standardization (ISO) and National Institute of 

Standards and Technology (NIST). Fusing these standards with deep cybersecurity expertise and 

clinical domain knowledge, Medigate has developed a simple yet comprehensive framework for 

considering inherently risky device properties, network connectivity, common vulnerabilities and 

exploits ( CVEs), among other factors to assign a prioritized level of risk for each device. Medigate also 

integrates with vulnerability management platforms to import precise CVE information based on each 

device’s technical attributes. 

 



 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Aggregating Individual Risk Scores into Insightful, Actionable Reports 
Medigate provides customizable reports that clearly outline the distribution of risk, both internally 

(across departments) and externally (by device manufacturer). The Medigate Device Security Platform 

also integrates with vulnerability management platforms and feeds detailed identification into their 

scanning and reporting procedures to promote ‘no harm’ interrogations. 

 
 

 
 

 

 

 

 

 

TOP HIGH RISK MEDICAL DEVICES 

 
Medical device information 2 out of 37 detected high risk medical devices 



 
 

 
 

 

 

 

 

 

Initiating Remediations, Mitigations for Prioritized Risks 
The data and insights provided by Medigate’s platform immediately enhance the healthcare 

organization’s ability to identify which devices pose risks and who is responsible for them. This allows 

the appropriate teams to methodically initiate the appropriate remediations and mitigations to 

improve the cyber hygiene of the connected environment. In addition to helping organizations 

prioritize their risk management, this information adds a new security perspective to connected 

device procurement. 

Manage Risk Across the Enterprise 
With Medigate, teams have real-time visibility into all existing connected devices in the clinical 

network, including their location and the person or department in charge of their maintenance. With 

granular, per-device risk scores aggregated into customizable summaries, health systems can identify 

the departments, manufacturers and device types that pose the highest risk in their environment and 

can take appropriate steps to ensure the ongoing health of these systems. 

Drive Security Improvements 
Medigate’s risk assessments help drive remediation processes across teams and in collaboration with 

manufacturers to help organizations manage their risks throughout their clinical networks. The 

Medigate platform also tailors suggested mitigation activities, such as device-based network 

segmentation and policy enforcement, via an existing NAC or firewall, which can be automatically 

implemented through meaningful integrations with leading vendors, to reduce the organizations risk 

profile. 



 
 

Optimize Medical and IoT Device Procurement 
Knowing which devices pose the greatest risks helps the organization introduce new security criteria 

into the procurement process to ensure the safest devices are being purchased and connected to the 

enterprise network. 

Conclusion 
With Medigate, security teams can discover all connected devices, assign them a comprehensive 

risk score, and generate risk assessment reports with actionable remediation and mitigation insights, 

all in one place. 
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