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Comprehensive Protection 

For Your Clinical SOC 

Healthcare security challenges are becoming ever more complex. The use of connected IoT and IoMT 

devices are on the rise, increasing clinical network attack surfaces and multiplying the number of network 

and security alerts. Ordinary SOC platforms and service providers are inadequate for the kinds of devices, 

attack scenarios, and response activities that characterize healthcare environments, largely because 

medical device communications, patient safety, and clinical engineering teams were never considered in 

the design and development of enterprise SOC solutions.  

Accenture, Splunk, and Medigate have partnered to provide a comprehensive Clinical SOC solution to 

detect, manage, and respond to cybersecurity events. Medigate’s platform discovers 100% of all connected 

IoT and IoMT devices and detects deviations from manufacturer-intended behaviors and clinical workflows. 

The alerts it generates are fed into Splunk’s SIEM platform, which integrates threats from multiple sources, 
enables sophisticated investigations, and facilitates effective playbook development, incident response, and 

remediation activities. These are all managed and executed by Accenture’s cybersecurity services and 
experts.  

Robust security relies on complete visibility into the clinical network which allows for the identification of all 

devices and their associated risks. Medigate uses DPI on passively-collected network traffic to discover all 

IoT and IoMT devices and compile a real-time inventory with granular identifications for each device, 

including manufacturer, model, OS, app version, and serial number as well as network identifiers like VLAN 

assignment and more. This data, matched with external sources such as published CVEs, allows for the 

assessment of risks across devices, departments, and network segments.  

On top of this baseline, ongoing monitoring of the clinical network is managed via Splunk’s SIEM platform. 
Medigate’s platform maps all internal and external communication of all connected devices, categorizes 
them by protocol and destination, and flags any suspicious activity deviating from its intended workflows. 

Splunk’s SIEM enables in-depth investigation of any potential event, integrating data from multiple sources. 

In case of an incident, Accenture’s experts can quickly respond, executing pre-defined playbook activities 

developed and managed leveraging the Splunk SIEM’s Incident Response capabilities.  

Unlike existing SOCs, this healthcare-dedicated solution integrates clinical context across the entire 

process. It starts with the ability to detect and investigate suspicious medical device communications based 

on a precise understanding of the device’s intended behavior. Such anomalies can then be correlated with 
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intel from other IT sources to trace a potential attack vector from end-to-end. Finally, the clinical playbook 

considers finding the device’s location, analyzing its current utilization, and alerting clinical engineering 
personnel.  

From baseline visibility and risk assessment to ongoing detection, response, and remediation – Accenture, 

Splunk, and Medigate fuse data, tools, and expertise to improve the quality of responses with clinical context 

and ultimately deliver superior network security.  
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