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Simple, Secure Network 
Access for Clinical Networks

Protecting healthcare data and operations 

The exploding number of medical and IoT devices within clinical networks is putting the data 

privacy and ongoing operations of healthcare delivery organizations at risk; 82% of healthcare 

organizations experienced a cyberattack on their IoT devices in the past 12 months and 39% of 

medical respondents to a Forrester IoT security study indicated IoT security incidents ended in 

loss of intellectual property. 

To protect their information and resources, healthcare organizations need to accurately identify 

and then effectively mitigate the risks all connected medical and IoT devices pose. However, 

medical devices are not like general IoT devices, so additional low level details about the devices 

can be helpful during discovery and mitigation. It takes deep clinical expertise to be able to 

identify different devices and understand the role they play in clinical workflows and patient care 

to establish safe, secure access policies and remediation actions. 

Medigate and Aruba have partnered to marry clinical expertise with cybersecurity intelligence to 

address the unique needs of healthcare delivery organizations. With Medigate and Aruba, 

hospitals have the visibility and insights they need to accurately inventory all assets, assess their 

risks, and enforce effective access security policies that keep their data and clinical networks 

safe.  

The Medigate – Aruba Solution 

The Medigate Device Security and Asset Management Platform integrates with Aruba ClearPass 

Policy Manager to provide hospitals complete visibility into all connected IoT and IoMT devices 

on their network, including the manufacturer, make, model, operating system (OS), embedded 

software and protocols they use. These details enable the creation of granular device profiles and 

risk assessments, which can be used to establish effective network access and micro-

segmentation policies.  

The solution also maps all internal and external communications of connected devices to detect 

suspicious activity that deviates from expected clinical workflows and intended manufacturer 
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behaviors. Once detected, access restrictions can be triggered and enforced by Aruba ClearPass 

Policy Manager, utilizing dedicated enforcement policies that have been tailored to effectively 

address the risks to the hospital’s network.  

How it Works 

The Medigate Platform continuously monitors the network, using deep packet inspection (DPI) to 

provide real-time inventory of all connected medical and IoT devices and alert on risky or 

anomalous activity. Medigate creates a dedicated enforcement profile for each device, which it 

feeds to Aruba ClearPass Policy Manager. Aruba then takes the profile and attaches the 

appropriate enforcement policy to ensure safe network access and prevent risky communications 

and attack propagation. 

Key capabilities of the solution 

Enhanced Network Visibility 

• After collecting network traffic, the Medigate Platform discovers and fingerprints all 
connected medical and IoT devices using deep packet inspection (DPI) techniques.

• Through integrations with other IT management systems and feeds from external 

sources, Medigate identifies device locations and available patches and updates.

• Medigate feeds device details into the Aruba ClearPass Policy Manager dashboard to 
ensure complete and accurate inventories and device profiles.

Detection and Prevention 

• The Medigate Platform analyzes network traffic to monitor device behaviors by 

examining network and device protocols as well as drawing on a clinical understanding of 

a device’s expected behavior.

• The Medigate Platform identifies anomalous behaviors and alerts administrators with 
precise incident information.

• Administrators can take immediate action against suspicious devices through a variety of 
Aruba ClearPass Policy Manager mechanisms, such as quarantining the device, 
restricting Internet access, or placing the device in a separate VLAN, to mitigate risks.
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Clinical Policy Enforcement 

• The Medigate Platform devises clinically-driven policies, based on the discovered devices 
and their behavior on the network. It also recommends specific device and network 
segmentation policies that group devices by types and functionality.

• Medigate automatically feeds the dedicated enforcement policies into ClearPass Policy 
Manager, in the form of Aruba Roles or any other enforcement profile type the customer 
chooses.

• Aruba ClearPass Policy Manager enforces the policies.

Clinical Policy Enforcement via Aruba ClearPass Policy Manager: 

1. The Medigate Platform fingerprints a connected Phillips patient monitor.
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2. Medigate creates a dedicated Enforcement Profile including an Aruba Role to ensure safe

network access for the Phillips patient monitor.



INTEGRATION 

3. Aruba ClearPass Policy Manager profiles the device leveraging Medigate’s attributes and

attaches the correct enforcement policy.

Redefining Clinical Network Security 

Introducing the Medigate Device Security Platform into the network allows organizations to 

maximize their Aruba ClearPass Policy Manager investment and drive efficient, clinically-suited 

enforcement. Together, healthcare organizations have complete visibility into all the medical and 

IoT devices connecting to their clinical networks. With Medigate and Aruba, hospitals have the 

detailed device profiles and risk assessments they need to detect unusual behavior and 

automate the implementation of effective authorization policies and clinically-vetted 

segmentation to keep their data and operations secure.  

www.arubanetworks.com   |   www.medigate.io 

http://www.arubanetworks.com/
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