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Simplified Granular Security Policy Management 

The dynamic nature and vastly diverse makeup of clinical networks pose unique security 

challenges for healthcare organizations. To effectively protect their critical infrastructure, 

healthcare delivery organizations need visibility and control over all the medical and IoT 

(“unmanaged”) devices connecting to their care delivery networks. It takes a comprehensive, 

detailed inventory combined with a clinical understanding of device communications to accurately 

detect threats and enforce policies that provide optimal operational continuity and patient safety. 

This contextual visibility requires detailed healthcare-specific knowledge of medical device 

manufacturers, models, and proprietary protocols used in clinical networks, as well as a 

comprehensive understanding of medical workflows and the cyber threat landscape. Without this 

domain-specific knowledge, it is impossible to accurately identify a device's technical attributes, 

such as OS, app version, serial number and local name, or pinpoint anomalous behaviors that 

potentially pose a threat to the organization. Only with granular visibility and specific clinical 

workflow information, can organizations set effective policies that limit device behaviors to only 

those intended by the manufacturer and mitigate risks to the organization.    

Deliver Visibility and Control 

Medigate, Dell Technologies and VMware have partnered to enable healthcare delivery 

organizations to quickly and efficiently enforce clinically-vetted security policies that best protect 

patient data and operations. The Medigate Device Security and Asset Management Platform 

combines cybersecurity expertise with a deep understanding of the healthcare domain, from 

operating systems and protocols to workflows specific to healthcare IT. 

Medigate provides a comprehensive, detailed inventory of all the connected devices on the 

clinical network, as well as automated policy recommendations designed to improve the security 

stance of the hospital’s medical devices.   



VMware NSX simplifies the management of a healthcare organization’s software defined 

networks (SDNs), including their virtualized data center environment (SDDC). NSX also secures 

the SDNs by fulfilling the role of a network access control (NAC) solution and firewall to enforce 

policies that protect against insider threats and implement controls that contain the lateral (east-

west) movement of bad actors. This network security layer keeps clinical data center 

components operating as they should and prevents the theft and corruption of sensitive 

electronic personal health information (ePHI). 

NSX integrates with Medigate’s platform, taking detailed user, device and application information 

to enforce internal security policies that ensure medical and IoT devices communicate in 

accordance with acceptable clinical workflows and the manufacturer’s intended scope. The 

enforcement is done on the SDDC’s edge (ingress-egress traffic), as well as on an inner (east-

west) data-center level. 

Combining Medigate’s visibility and clinical expertise with VMware’s micro segmentation 

capabilities for SDNs gives the organization the comprehensive, contextual cybersecurity 

platform they need to effectively. 

How it Works 

Medigate collection servers, running on Dell EMC PowerEdge hardware, continuously monitor 

the network. Using deep packet inspection, it provides real-time inventory of all the medical and 

IoT devices connecting to the network. 
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Once identified, Medigate matches the specific IP/MAC address of a device with NSX tags, which 

are based on its type, vendor, and model. The tagging process is carried out in real time, 

leveraging VMware NSX APIs to enable the enforcement of clinically-vetted, rule-based security 

policies that prevent abnormal communications and attack propagation. 

Additionally, Medigate detects security anomalies, generating alerts when version control issues, 

vulnerabilities or other security threats are identified to support NSX’s ongoing enforcement of a 

micro-segmented clinical SDDC.   
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Medigate’s tagging logic opens up a whole new domain of data center security policy 

management capabilities for healthcare providers, enabling NSX’s precise enforcement of device 

communications by network zones, switches, subnets or single VMs. It also enables policies to be 

applied that allow or deny clinical applications, tag-to-tag traffic, and specific ports and protocols. 

Future integrations with Carbon Black, VMware’s Endpoint Detection and Response software will 

enable contextual anomaly detection and policy enforcement outside the data center, further 

improving the security of the networks. 

Sample Architecture 

Medigate provides device details and alerts to enable the precise enforcement of clinically-vetted 

policies by VMware NSX that protect a healthcare delivery organization’s data and operations. 

A Simple Solution to a Complex Security Problem 

With Medigate and VMware, healthcare organizations have the integrated security capabilities 

they need to protect their increasingly connected networks. Together, the solution can effectively 

mitigate the many threats from all devices, while delivering uninterrupted, high-quality patient 

care. 
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