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The Great Divide in Healthcare Security 
Today, healthcare delivery organizations (HDOs) face many challenges. At the root of 

most of them are organizational silos that isolate different roles and create conflicting 

responsibilities, which end up generating massive inefficiencies and risks. These gaps 

stifle communication and coordination, creating disconnects that reduce productivity, 

increase spending, and introduce cybersecurity threats that can ultimately impact the 

availability and safety of the HDO’s operations and care. 

The organizational silos tend to be defined by the concerns and responsibilities of three different 

groups within an HDO - IT/Security, Biomed, and Business. IT/Security are focused on protecting the 

privacy and integrity of the hospitals systems and data and the general reliability of the infrastructure 

they connect to and flow through; Biomed is focused on the devices and the ongoing ability to 

efficiently and effectively use them to deliver care; while Business units (procurement, finance, 

operations, etc.) are focused on operations and all the business functions needed to keep the HDO 

going.  

 

 

 

 

 

 

 

 

 

 

 

Device Centric 

Biomed engineering, or 
clinical engineering are 
often the heart of these 
personas or silos. They 
are focused on device 
availability, device safety 
and utilization as well as 
efficiency.  

Biomed 

Data Centric 

Information technology 
and information security 
typically fall within this 
category as they are 
focused on network 
uptime, as well as the 
flow of and security of 
digital healthcare. 

IT/IS 

Operation Centric 

Procurement, finance, and 
operations teams struggle 
with purchasing and 
managing fleets of devices, 
as well as balancing out 
the needs of rentals, 
shrinkage, growth, and 
other problems. 

Business 
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It is not as if organizations have created 

organizational silos on purpose; to the contrary, they 

tend to be the natural result of rapid organizational 

growth or change. In the quick changing healthcare 

landscape, it is not unusual for a group of workers' 

day-to-day activities to not be in sync with other 

groups. When you are moving a mile a minute it can 

be easy to lose sight of the common goals of the 

organization. In the example shown, the tools and 

processes of IT/Security and Biomed were siloed 

from one another, creating blind spots and an 

inability to effectively plan.  As a result, neither 

group was able to perform their jobs successfully.  

Obviously, everyone within the HDO exists for the 

same common purpose—to deliver the highest 

quality care they can to optimize patient outcomes. 

The problem is the tools and processes that everyone 

uses are different; everyone is going about their 

activities in different ways, without fully 

understanding their inter-dependencies or potential 

impact on others.  

To address this problem, HDOs need to build cross-

functional collaboration. It will take diverse 

stakeholders from all departments coming together to 

coordinate and collaborate on a regular basis to 

achieve alignment with each other's missions and the 

common vision of the hospital. Metrics, tools, 

processes, and technologies being used across the 

organization should be shared across teams and 

integrated in appropriate and meaningful ways to overcome silos and maximize the security and 

efficiency of the overall organization’s operations. 

Example: 
Blind Spots Created by 

Organizational Silos 
 

The security team of a large academic 
hospital recently did a code upgrade to its 

wireless infrastructure to improve its 
security. The action was coordinated with 

Biomed ahead of time and it was thought 
that the code change would not affect their 

devices at all. Once the upgrade began, 
however, a number of systems were 

unable to reconnect, disrupting the 
hospital’s ability to deliver care.  

The root cause analysis showed the 

affected devices were using an older 
version of a wireless security standard to 

connect, which was incompatible with this 
upgrade. If security had visibility into this 
level of device detail, they may have been 

able to avoid the issue, but the data was 
contained in one of Biomed’s tools which 

meant that neither group was able to 
perform their jobs successfully. 
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Initiating Convergence in Healthcare 
Only when the silos are removed can hospitals start 

to improve their ability to move forward, together, 

towards the common goal of improving patient 

outcomes. It’s the only way they will be able to 

transition into the smart hospitals of the future. 

Translating the “why” it is imperative to undertake 

a convergence project into the practical “how” to 

do it in an individual healthcare enterprise setting is the first critical step to achieving true convergence. 

Leaders at all levels of the healthcare enterprise are going to play a significant role in their hospital’s 

convergence and will ultimately be responsible for the success of their convergence program. The 

objective is to ensure diverse teams are able to work together to generate innovative solutions to 

complex problems. It’s about building a team, leveraging the following principles, and creating a 

convergence culture:  

• Principle 1: Demonstrate a commitment to 

developing an open, inclusive culture that 

values diversity of title, role, department, 

experience, and function. 

• Principle 2: Demonstrate a willingness to be 

flexible in the way problems are approached to 

explore all ideas and consider all perspectives. 

• Principle 3: Establish the use of a common 

language to facilitate communication across the 

organization.  For example, do biomed 

engineers know this as something different than 

IT does?  

With these principles in place, organizations can start to take advantage of their convergence culture 

and measure its success to establish and manage ongoing improvements.  

 

 

The key ingredient of convergence 

is interoperability – defined by 

HIMSS as “the ability of health 

information systems to work 

together within and across 

organizational boundaries in order 

to advance the effective delivery 

of healthcare for individuals and 

communities. 
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Measuring the Success of Convergence 
Truthfully, maturity models are useless on their own, since they must be aligned to an outcome desired 

by the business to be effective. Healthcare enterprises need a new way of thinking about collectively 

managing and optimizing their operations, due to the general convergence of IT, medical and business 

resources, including:  

 
 

Operational Technology (OT) 
Operational Technology (OT), such as heating/cooling building 

management systems, refrigeration units, and other industrial facilities 

controls needed to keep the business of the hospital going. 

 

 
Healthcare IoT Devices 
Healthcare specific IoT devices, such as medical devices (IV pumps, 

MRIs, monitors, etc.) used to deliver care. 

 

 
Telehealth 
Telehealth and remote patient monitoring devices used to extend the 

reach of the hospital to deliver care. 

 

 
 Traditional IoT 

Traditional IoT, such as phones, printers, security cameras, and 

televisions, involved in the general operations of the hospital.  

 

 

Because everything is connected to common clinical networks, how these devices are procured, 

tracked, maintained, and protected must also converge. The mix of fixed and mobile devices, remote 

and local, means that any maturity model applied must take into account both the physical and digital 

aspects of the business operations.   Typically, no single model merges cybersecurity with the 

business outcomes, but that needs to change. HDOs today need a “Protect to Enable” strategy that 

fuses IT/Security, biomed, and business outcomes to propel healthcare enterprises to the next phase 

of hyper-connected, smart, and secure organizations. 
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The Real-Time Healthcare Convergence 
Maturity Model  
The converged healthcare maturity model is a framework for healthcare enterprises to measure 
progress against outcomes related to real-time health and automated healthcare delivery. This 

measurement is built via tracking gaps between two specific axial lines:  

 
• The first axis measures digital security: focusing on aspects of visibility, risk management, 

and network-related security controls designed to keep the hospital’s data and operations 

safe.  

• The second axis measures operational competencies: focusing on metrics and methods 

that drive business processes and value.  

 
Blending these two lines provides a view of how a health system can measure its progress towards 

becoming a highly secure and operationally effective organization.  
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The Origin of the Convergence Maturity Model  
The goal of convergence is to unite the three main silos - IT/Security, biomed, and business - within 

most healthcare enterprises to ensure everyone is supporting the common objective of improved 
patient outcomes. To construct a workable framework, it was necessary to blend security 

with healthcare specific processes and operational values to develop a “Protect to Enable” strategy.  

 

• Security: While many security frameworks exist (most of which are too prescriptive or not 

prescriptive enough) the research conducted to build this framework concluded the NIST 
framework was both general enough to accommodate most enterprise environments and 

broad enough to be expanded into a full-fledged security program if desired.  

• Healthcare processes and operational values: The research found that while there are a 
number of frameworks to measure operational excellence, only one delved into how to manage 

or optimize a hospital directly: Gartner’s Real Time Health Systems (RTHS) program. The 

research and recommendations provided by Gartner and other sources were leveraged to 

extract a general framework that would guide a healthcare organization through a journey to 

operational excellence. 

 
The resulting Converged Health Maturity Model is, therefore, a fusion of two well-respected industry 

guidelines (NIST CSF and Gartner RTHS) that can be used to measure a health systems progress 

around two of the most critical aspects of their business operations. 
 
 

Why Not NIST Alone? 
Alone, NIST offers a fantastic framework and methodology for the maturation of a full-stack security 

program. Compliance with the detailed process and technology points of the NIST framework will 

certainly mature an HDO’s cyber security posture and even help, due to the visibility and cross 

department cooperation it promotes, to mature a number of business processes.  However, NIST 

alone falls short in achieving and measuring the goals set by asset-centric personnel, like Biomed and 

Clinical Engineering teams, as well as business leaders focused on generating patient and business 

value. 
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Why Not Gartner Real-Time Health System 
Alone? 
While offering some elements of both security and operational excellence, the vision of RTHS is about 

driving a hospital forward into innovations around care provision. An advanced RTHS would 

necessitate the use of some of the tools, tech, and processes that NIST or other cyber security 

maturity models require, however, it falls short in defining prescriptive outcomes for security, which 

must be part of any connected health system. Both must be defined and managed if progress towards 

a convergence culture is to be measured and success achieved.  

 

Conclusion  
There is a great divide in healthcare security that is driven by lack of collaboration between “siloed” 

functional groups - IT/Security, Biomed, Business. These silos cause massive gaps that increase 

spend on tools, hurt overall efficiency in care delivery, and create disconnects that can lead to 

cybersecurity risks. 

While there are tools in place today, such as NIST and the Gartner RTHS, which can help HDOs 

manage risk, none on their own have the scope and power necessary to close the gaps required to 

create change. 

The Converged Healthcare Maturity Model is a framework for healthcare enterprises to measure 

progress against outcomes related to Real Time health and automated healthcare delivery. This 

model, which is a combination of two well respected industry guidelines (NIST and Gartner) that focus 

on the most critical aspects of healthcare enterprises, is a guide for HDOs to drive improved 

operational efficiency, higher levels of cyber security, and, most importantly, improved levels of care. 
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About Medigate 
 
Medigate provides award-winning cybersecurity for  
connected devices in hospitals. The platform combines a  
deep understanding of manufacturers’ protocols and clinical  
workflows with cybersecurity expertise to deliver comprehensive  
and accurate identification, contextual anomaly detection,  
and clinical policy enforcement. The resulting automated,  
rule-based clinically driven security policies keep patients,  
networks, and PHI safe. 
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Visit: medigate.io 
 


