
 

Clinical SOC services can help HDOs understand and prioritize risks in their environment and 

proactively mitigate them in a way that doesn’t disrupt critical clinical or business operations. They can 

give HDOs the capabilities to better manage risks to improve both the security and value of all their 

clinical assets, adding the clinical awareness and context necessary to effectively protect medical and 

IoMT environments.  

Medigate provides Clinical SOC services that enable HDOs to correctly identify devices and data, 

understand what those devices are doing and why, accurately detect vulnerabilities and threats, and 

appropriately respond and take action to mitigate risks, without impacting care.  

Medigate Clinical SOC Services 

Visibility and Enrichment 
The Medigate Device Security Platform (MDSP) discovers, identifies and profiles every connected 

asset, delivering a market-leading, detailed level of attribution that ensures HDOs know exactly what is 

in their environment. Medigate provides high fidelity data on all the devices - IT, medical, IoMT, and 

IoT - connecting to the clinical network, including information on:  

● Modality – type, make, and model 

● Version – OS type and version 

● Software – embedded software and protocols used 

● Unique Identifiers – serial number, hostname, MAC address 

● Location – SSID, access point (AP), AP location 

● Utilization – average usage, daily usage, etc. 
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Medigate then enriches these real-time detailed inventories with information from the specific HDO to 

validate the authenticity, availability, and integrity of those devices and their data, so they can start to 

understand and compensate for risks. Medigate looks at how all these different devices are 

communicating and being used within the environment, mapping activity against expected connections 

associated with clinical protocols and workflows and manufacturer-intended behaviors to identify 

anything operating outside of what is considered normal. This level of information provides the details 

and insights needed to support better device management and security decisions that will effectively 

minimize risks and mitigate breach impacts.  

Device Vulnerability and Risk Assessment 
Medigate can analyze the clinical setting to identify and evaluate the vulnerabilities and potential risks 

particular devices pose to the environment. In addition to general indicators of compromise (IoCs) and 

common vulnerabilities and exploits (CVEs), Medigate also monitors manufacturer alerts. These 

provide updated information on medical device vulnerabilities (including version number, impacted 

features, applicable requirements, and known vulnerabilities of third-party software incorporated), as 

well as authorized patches that are available.  

The moment a vulnerability is announced, Medigate can map it to the HDO’s inventory to identify any 

and all potentially impacted devices within the environment. Knowing which devices are vulnerable is 

valuable information, but that’s not where Medigate stops. For clinical networks, knowing something is 

potentially a risk isn’t the same as actually defining it as one.   

What may be considered a risk in a typical IT network, may be deemed acceptable in an HDO’s 

clinical network, particularly if the device is relied upon to deliver care. For example, most companies 

don’t allow devices with unsupported operating systems (OSes) to connect to their general IT 

networks. Period.  However, HDOs may make any number of exceptions to this rule, based on the 

criticality, capital expense, and non-trivial nature of replacing the medical device in question (e.g., CAT 

scanners, MRIs, robot surgical machines, etc.).  

The point is, Medigate consider risks within the clinical context in which they exist, using a proprietary 

risk assessment framework that accommodates the specific makeup and requirements of clinical 

settings. The framework relies on guidance from the Association for the Advancement of Medical 

Instrumentation’s (AAMI’s) Risk Management Technical Information Report and the National Institute 

of Standards and Technology’s (NIST’s) SP800-30, as well as relevant components of FDA, ECRI, 

and ISO guidelines.  



 
 

Medigate’s framework combines vulnerability assessment results, visibility data points, risk insights, 

and analysis to create an accurate, comprehensive gap analysis of the cybersecurity risk posture of 

the HDO’s environment. With individualized device risk scores, HDOs can start to understand the 

relative risk of all their devices. The goal is not to generate a random “list of problems”, but rather to 

create a contextual “list of prioritized solutions”. 

Vulnerability Management 
Medigate helps HDOs determine how best to address the vulnerabilities in their environment, 

providing a ‘risk treatment plan’ designed to address the prioritized risks. Combining visibility, 

vulnerability data, cybersecurity risk insights, and analysis with the HDO’s CMMS and Vulnerability 

Management platforms, Medigate builds actionable plans that streamline patching or ensure best 

practice configurations to help the HDO retain and enhance their risk posture. 

Because many of these devices are involved in care, risks have to be managed much differently from 

traditional IT to ensure dependencies are respected and operations kept intact. Medigate can help 

with the important and extremely complicated task of coordinating the management and 

implementation of mitigation measures with the ‘owners’ of the devices to ensure no additional risks to 

the business are introduced. Sometimes, just figuring out who ‘owns’ the devices from a risk 

standpoint can be a challenge in and of itself, particularly for those devices that are constantly on the 

move.  

Medigate’s single pane of glass helps security and “business owners” (e.g. Clinical Engineering, 

Radiology and Lab) get on the same page to address risks. Because Medigate speaks the language 

of clinical professionals, security professionals, and IT network engineers, they can broker the 

implementation of effective actions to keep business operations and the delivery of care safe. These 

actions can range from implementing patches and ensuring default password changes to validating 

available endpoint security agents are up to date and ensuring unnecessary device I/O ports and 

services are blocked, hardened, or unreachable. 

Sometimes, Medigate will need to work with the manufacturer of a device to establish options to close 

vulnerabilities. Because many medical/IoMT devices are closed systems the manufacturers are the 

ones who must apply patches (if they exist) to ensure normal operations aren’t affected or the 

warranty on the devices aren’t invalidated.  

Medigate not only helps determine what’s best to do, but also who’s best to do it. They then 

coordinate, manage, track, and validate that it’s done.   



 
 

Remediation 
Medigate works quickly to remediate breaches in clinical settings so as to minimize the impact of 

attacks and maximize the operational integrity of the HDO. As with most things in clinical settings, the 

‘go-to’ responses to risks within IT networks are not necessarily applicable to protect the devices 

connecting to clinical networks. Any response must take into account its clinical implications. Medigate 

will look at what can be done, not what is normally done, to protect both the business and patient care.  

The last thing anyone wants is to insert security that adds risk to the environment, but in clinical 

networks, this is a very real potential outcome. As a result, Medigate is very deliberate in how they 

remediate incidents to ensure they are reducing, not introducing risks. Medigate is constantly looking 

at the general organizational risk of the HDO to figure out what can be done to reduce them.  

Different device types often warrant different strategies, so Medigate will methodically build and 

implement compensating controls that best address the risk profiles of all the different devices and 

clinical workflows in the environment. The controls can range from air-gapping and segmenting to 

quarantining and blocking, depending on the criticality of the device and the severity of the threat. The 

goal is to do no harm, while trying to do better at keeping the environment running and secure.  

Event Support 
Medigate can help HDOs respond to events that occur in the clinical network, evaluating the risks of 

the activity and recommending an appropriate response to return the HDO’s environment to a normal, 

steady state. The types of events that often trigger an alert include:   

● New Device Discovered  

● Device Internet Communication 

● Weak/Default Password 

● Malicious Internet Communication  

● Manufacturer Internet Communication 

● Endpoint Security Update Internet Communication 

● Device Scanned by Scanner 

● Device Sent Plaintext Credentials 

● Unencrypted PHI Protocol Communication 

Medigate combines knowledge of clinical devices and workflows with the cybersecurity landscape to 

assess risks and determine the best course of action, if any is needed.  



 
 

Continuous Monitoring 
Medigate can provide ongoing monitoring of the HDO’s environment to identify opportunities to 

optimize the security and keep it operating as it should. By monitoring, assessing, triaging, and 

reporting on anomalous asset behaviors, Medigate can help ensure efficient collaboration, escalation, 

and alignment with existing IT, business and traditional SOC teams and processes. Medigate will 

continue to refine controls to make them more precise and impactful, while optimizing operations (e.g., 

tune alerts) to improve efficiencies and maximize the utility of resources. They will also provide 

ongoing reporting capabilities to identify breakdowns and opportunities to better align programs to 

meet the HDO’s needs.  

Conclusion 
Clinical SOC services helps HDOs to understand and prioritize risks in their environment and 

proactively mitigate them in a way that doesn’t disrupt critical clinical or business operations. 

Organizations can correctly identify devices and data, understand what those devices are doing and 

why, accurately detect vulnerabilities and threats, and appropriately respond and take action to 

mitigate risks, without impacting care.  

For more information on Clinical SOC Services from Medigate, visit www.medigate.io. 
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