Clinical Cyber Hygiene
Reduce Device Risks and Optimize Device Availability
Solution Overview

Getting a clear picture of the attack surface created by all the devices connecting to your clinical
network is particularly difficult within clinical settings. Pertinent device details are often missing, and
active device scans can’t be regularly performed because they can potentially disrupt patient care and
impact outcomes. It is challenging to determine what devices to patch, when to update them, and how
to protect your operations and keep care delivery safe. You need a systematic approach like
Medigate’s Clinical Cyber Hygiene to handle your risks.

Medigate’s Clinical Cyber Hygiene
The Clinical Cyber Hygiene (CCH) module from Medigate analyzes, maps, and aggregates threats
posed by unmanaged endpoints connecting to your clinical network to help you understand them. With
CCH, effective vulnerability management and orchestration strategies allow you to quickly prioritize
risks created by your connected endpoints to optimize your device availability and reduce risk.

How It Works
Medigate extracts and presents critical device details, using Deep Packet Inspection (DPI) techniques
to quickly and seamlessly uncover important characteristics and fill in gaps within your visibility. CCH
then applies a unique risk assessment framework to address the individual factors that affect the
probability and severity of a compromised device. In the clinical setting, CCH assigns each device a
relative risk score, so you can focus on what matters most and prioritize the patching or segmenting of
devices with known security vulnerabilities and protect the availability, integrity, and privacy of your
operations. With Clinical Cyber Hygiene, you get:

•

Visibility into critical device details: Lay the foundation for good clinical cyber hygiene with
detailed device profiles that identifies what your devices are (e.g., manufacturer, make, model),
what they’re made of (e.g., hardware and software, including embedded apps and versions),
and what they’re doing (e.g., where they’re connecting, with what, and how often).

•

A customized risk framework: Meet the specific needs of your environment with
organization-specific tailoring based on Medigate’s device risk score framework, which looks at
device attributes, network connectivity, common vulnerabilities, and exploits (CVEs).

•

Risk score simulation: Calculate benefits and risks with hypothetical device configurations
and remediation activities to ensure there are no disruptions and no surprises when deployed.

•

Vulnerability scanning orchestration: Ensure critical
operations and patient care are not interrupted with
identity-aware information scans that support the
appropriate inclusion or exclusion of specific IoT and
IoMT devices in vulnerability management.

•

Remediation recommendations: Get
recommendations for clinically-aware fixes and patches
for IoT and IoMT devices to best address your risks, so
you can focus resources on the steps designed to
protect and optimize device availability.

The Medigate Clinical Cyber Hygiene Difference
Streamline Vulnerability Management Planning and Execution
Every device is made up of software with vulnerabilities, and every organization struggles with what to
do about them – particularly HDOs. Devices in clinical settings (both managed and unmanaged) are
challenging to track and document, making it difficult to identify where vulnerabilities exist. Medigate’s
detailed device profiles allow CCH to pinpoint which devices have, use, or call on software with
vulnerabilities. This visibility enables you to understand the extensiveness of your exposure to a
particular vulnerability and appropriately plan patch management and execution.

Safely Scan and Act to Reduce Risks and Optimize Device Availability
Medical and IoMT devices are not like other devices—any disruption or interference can potentially
impact patient care. That’s why most HDOs omit them when running active scans for vulnerabilities
within their environment, but these devices are still vulnerable. CCH allows you to safely include
medical and IoMT devices in scans to ensure vulnerabilities are discovered and addressed. By
understanding the identity and context of each device, CCH can indicate when a device is not in use
and when it’s okay to schedule a scan. You can even plan the optimal time for remediation.

Prioritize Risk Mitigation
Risk doesn’t exist in a vacuum; it’s
relative. Some stakes are higher, more
time-sensitive, and more devastating
than others. Medigate’s framework
assesses the risk of each device within
its active context - incorporating both the
probability of a compromise and the
potential severity it could have on your
health system at large. This context
gives you a risk score that helps you
effectively understand all your
connected devices' relative risk levels.
With CCH, you have the insights to
appropriately prioritize any remediations
or mitigations that improve overall
resiliency and availability.

Deliver It All with Services
To help quickly reduce cyber risks and ensure your security investments pay off, Medigate has
developed a healthcare cyber-physical security services program called Partner Ready Operational
Services (PROS). Designed to secure your Extended Internet of Things (XIoT), PROS applies a
proven maturity roadmap to speed the journey to your ideal state. Certified “PROS” deliver a
standards-driven, trusted services path based on best practices that we’ve developed partnering with
more than 1,000 hospitals. From prioritized investment strategies to properly sequenced integrations,
they can support you wherever you need.

Conclusion
If you’re struggling to address the risks connected devices pose to your operations, you’re not alone.
Most HDOs cannot effectively discover, assess, and manage them across their environment, so
Medigate has developed unique techniques to help sort this out. By accurately identifying pertinent
device details and risks to support robust clinical cyber hygiene that help you maintain privacy,
integrity, and availability. When you unlock the data available in all of your connected devices, you can
improve the quality of care, safely accelerate your real-time healthcare initiatives, and connect with
confidence.
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