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Security Policy Management 
with Tagging

The Challenge

Healthcare environments and clinical networks pose unique security challenges. It starts with achieving 

complete network visibility - identifying connected IoT and IoMT devices of vastly diverse types, 

manufacturers, and models. This requires detailed knowledge of each manufacturer and its proprietary 

protocols and a comprehensive understanding of medical workflows. Without such knowledge, a 

security solution cannot accurately identify or granularly discover the device's technical attributes. 

Clinical context is also necessary to detect anomalous behaviors in a clinical network without flagging a 

significant number of false positives, and enforce specific, efficient policies via a firewall to limit device 

behavior from expanding beyond the manufacturer’s scope.

The Joint Solution

Medigate provides award-winning cybersecurity for connected devices in hospitals. The platform combines 

a deep understanding of manufacturers’ protocols and clinical workflows with cybersecurity expertise to 

deliver comprehensive and accurate identification, contextual anomaly detection, and automated, rule-

based, clinically-driven policies. The data, alerts, and policies generated by Medigate’s platform provides 

the clinical context necessary for the effective firewall-based enforcement in the clinical setting.

Palo Alto Networks Next-Generation Firewalls (NGFW) integrate with Medigate’s platform to share 

user, device and application information. It also protects IoT and IoMT devices by only allowing 

communication within the manufacturer’s scope, workflows, and protocols. Coupling Medigate’s 

innovative security solution for connected devices and Palo Alto Networks’ proven NGFW capabilities 

provides healthcare delivery organizations with comprehensive clinical network cybersecurity while 

leveraging their Palo Alto Networks firewall investment. 

How it Works

The process begins with enhanced visibility of all IoT and IoMT devices on the network. Once identified, 

Medigate’s platform matches every device’s IP with tags based on its type, vendor and model. It then 

transfers the tag-to-IP matching to the firewall through Palo Alto Networks' API. Medigate’s accurate 

tagging and classification then enable the creation of rule-based, clinically-driven security policies, which 

only allow approved traffic.
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Additionally, Medigate’s platform detects both network and security anomalies, generating alerts for 

version control, vulnerabilities, security issues, changes, and much more. Leveraging Medigate’s knowledge 

of clinical domain applications and Palo Alto Networks' unparalleled traffic control ability, the integrated 

solution can automatically create detailed, zero-trust policies based on network communications. The 

tagging mechanism opens a whole new domain of security policy management capabilities for healthcare 

providers, enabling precise enforcement of device communication by network zones, tag-to-tag traffic, and 

authorized ports and protocols.

Conclusion

Understanding what’s on the network is the first step towards protecting it. Securing clinical networks 

requires a  special understanding of medical workflows and a unique consideration for identifying, 

detecting and preventing attacks on medical devices specifically. Medigate’s device security platform 

integrated with Palo Alto Networks Next-Generation Firewalls and provides the most effective 

approach. With integrated core security capabilities, healthcare organizations can support their 

increasingly-connected networks, effectively mitigate many of the threats facing their devices, all while 

maintaining the high quality of care patients expect.
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